» Atvantus

ExamStudio Data Center Security

We take security very seriously. Items are an expensive asset of any
certification organization. Our secure servers are located in a secure data
vault located in Louisville, Kentucky with a mirror site in Chicago, Illinois.

CERTIFICATION BUSINESS SOLUTIONS

Our high-speed servers come with raid 1 redundancy and daily backups.
Additional security items include:

e A locked and secured facility with 24/7 surveillance video
retrieval for one year at any time.

e Network and Security

e Complete bandwidth redundancy via multiple OC-48 peering partners

e Complete network device redundancy providing multiple network paths to any

destination

e Enterprise Class routers and switches provide state-of-the-art scalability and
management features

e Enterprise Class Firewalls, Intrusion Protection Systems, and Anti-Virus protect the
Four Tier network and our servers

e State-of-the-art physical security including biometric identity verification, zoned
access, and monitoring

e Complete data center systems redundancy including zoned cooling, power, and fire
suppression systems

Physical Security

The Atvantus data center floor utilizes the latest VESDA smoke detection
and FE-25 clean agent fire suppression for uninterrupted operation of
non-affected equipment in the event of a fire.

All off-site data storage is maintained in a specialty built Fire King DS-Series
data safe, utilizing electronic and mechanical
locking mechanisms.

Biometric and employee specific pass codes are
required to pass through all security checkpoints.

All internal and external entry points utilize
reinforced steel doors and door frames, safety
glass, and walls. These access points are video
recorded and archived for one year.

The facility is wired with glass break sensors and visual and audible alarms
to alert staff in the event of an external glass break.







